

PRIVACY POLICY


OF


ENVIABLE LOGISTICS LIMITED

















1. INTRODUCTION
This Privacy Policy discloses the privacy practices of Enviable Logistics Limited ("Enviable", "we", "us", or "our") and applies to our ELA mobile application and website, https://www.enviablelogistics.com/ (collectively, the “Platform”). The Platform serves as a centralized digital environment through which Enviable delivers its technology-driven logistics services, including but not limited to freight transportation, last-mile delivery, fleet leasing, dispatch coordination, and related logistics solutions (collectively, the “Services”).
This Policy is designed to provide individuals or entities who engage with our Platform or utilize our Services (“users,” “you,” or “your”) with a clear understanding of how we collect, use, share, store, and protect your personal data when you interact with our Platform and Services.
By accessing our Platform or using our Services, you acknowledge that you have read, understood and consented to this Privacy Policy. If you do not agree with the terms outlined herein, please refrain from using our Platform and Services.

2. PERSONAL DATA WE COLLECT
We collect personal data from you through your interactions with us, our Platform, and your use of our Services. Some of this data is provided directly by you, such as when you create an account, request a delivery, or contact customer support, while other data is collected automatically through your usage patterns, device interactions with our Platform, and third-party integrations. The nature of the data we collect depends on the extent of your engagement with our Services, your privacy preferences, and the features and services you choose to access. Additionally, where necessary and legally permitted, we may obtain personal data from third-party sources in connection with our operations.
The personal data we may collect includes your contact information, such as your name, email address, phone number, and delivery address. We may also collect operational and service-related information, including parcel pickup and drop-off details, delivery instructions, order history, location information, vehicle or fleet preferences, and related logistics data necessary for the execution of our Services. Additionally, we may collect identification data, including government-issued identification documents and verification information required to comply with applicable legal and regulatory obligations.
Information related to your usage and device, such as your IP address, browser type, access times, device identifiers, operating system specifications, geolocation data, and interaction logs with our Platform, may also be collected to improve service delivery, monitor user activity, and enhance Platform security. In some instances, we may supplement the data you provide with information obtained from external sources such as payment processors, identity verification services, or logistics partners in order to verify your identity, assess your eligibility to access certain services, detect fraudulent activity, or satisfy compliance requirements.
Providing your personal data is voluntary. However, certain Services depend on the availability of specific information to function properly. If you choose not to provide required personal data, we may be unable to offer you key features of our Platform or Services, fulfill delivery requests, or meet our legal responsibilities. All data collected by Enviable is stored securely and retained only for as long as necessary to fulfill operational needs and comply with relevant laws and regulatory requirements.

3. HOW WE USE YOUR PERSONAL DATA
We collect and process your personal data to enable the effective operation of our Platform, enhance the delivery of our Services, and comply with legal and regulatory obligations. The personal data we collect allows us to coordinate delivery operations, ensure Platform security, facilitate customer engagement, and maintain accurate business records. Depending on your interaction with us, your data may be used for the following purposes:
· Creating and managing your account on our Platform to facilitate access to our logistics and delivery service.
· Managing our Services, including freight transport, last-mile delivery, fleet leasing, and other related services.
· Facilitating the scheduling, tracking, and management of shipments, deliveries, and fleet logistics.
· Responding to inquiries, troubleshooting issues, and offering assistance to improve your experience with our Platform.
· Notifying you about updates related to your bookings, order status, delivery times, and any changes in your logistics requests.
· Protecting against unauthorized access, identity fraud, and ensuring the security of your personal data and interactions.
· Monitoring for fraudulent behavior and preventing unauthorized or suspicious activities on our Platform.
· Safeguarding the integrity and security of our Platform, including protecting against cyberattacks, data breaches, and other malicious activities.
· Ensuring compliance with applicable laws, data protection regulations, and any other relevant legal obligations.
· Managing payment transactions, processing refunds, and handling billing for services provided, including payments for fleet leasing and delivery services.
· Analyzing user preferences and behavior to enhance the functionality and efficiency of our Platform and providing tailored services based on your needs.
· Coordinating deliveries, fleet management, tracking services, and related logistics data to optimize efficiency and service quality.
· Disclosing personal data to our logistics partners, fleet operators, payment providers, and other service partners where necessary to deliver our services.

4. SHARING
At Enviable, we prioritize the protection of your personal data and are committed to maintaining your privacy. However, there are specific situations where we may disclose your information, as described below:
· Third-Party Logistics and Delivery Partners: We may share your personal data, such as contact details and delivery instructions, with our vetted third-party fleet operators, delivery agents, warehouse providers, and other logistics partners to facilitate the execution and fulfillment of your delivery requests.
· Technology and Infrastructure Providers: To support the secure and efficient operation of our Platform and Services, we may disclose your data to software developers, cloud hosting services, database managers, and IT support vendors that maintain or develop core elements of our digital infrastructure.
· Payment Processors and Financial Service Providers: When processing payments for deliveries, leasing services, or other payment activities, we may share relevant transaction data with trusted payment gateway providers, financial institutions, and banking partners to facilitate accurate billing, payment reconciliation, and dispute resolution.
· Security and Fraud Prevention: To protect our users, delivery ecosystem, and digital infrastructure, we may disclose personal data to cybersecurity consultants, fraud detection agencies, or law enforcement abodies to investigate, detect, or prevent fraud, theft, or unauthorized access.
· Legal and Regulatory Disclosures: We may share your information when required to comply with applicable laws, respond to lawful governmental or regulatory requests, enforce our terms of service, or defend ourselves in legal proceedings, including in the context of audits, tax inquiries, or enforcement actions.
· Business Transfers: In the event of a business restructuring, merger, acquisition, or sale of assets involving Enviable, your personal data may be transferred to the successor entity or acquirer, provided that such party is contractually obligated to safeguard the confidentiality of your data in a manner consistent with this Policy.
· Affiliated Entities within the Enviable Group: Where necessary to streamline operations or improve service delivery across our group, we may share your information with other entities under the Enviable Group umbrella, provided that we shall always ensure such sharing aligns with the original purpose for which the data was collected.
· With Your Consent: In instances where you explicitly authorize us to do so, we may disclose your personal data to third parties of your choosing, such as designated pickup recipients, logistics agents, or support representatives, in connection with your use of our Services.
· Data Aggregation and Analytics: We may share aggregated or anonymized information that does not identify you personally with analytics partners, research agencies, or service optimization consultants to evaluate trends, improve user experience, and optimize our logistics offerings.

5. STORAGE
We take the security and confidentiality of your personal data seriously. Your information is stored in compliance with industry standards and best practices to ensure its integrity, confidentiality, and availability. We implement technical and organizational measures to protect your data against unauthorized access, loss, misuse, alteration, or disclosure.
Your personal data will be securely stored on protected servers, with access limited to authorized personnel who require the information to fulfill their responsibilities. We utilize encryption, firewalls, and other security safeguards to prevent unauthorized access to your data.
We will retain your personal data for as long as it is necessary to fulfill the purposes outlined in this Privacy Policy or as required by applicable laws and regulations. The retention period may vary depending on the nature of the data, the reason for its collection and processing, and any legal and reasonable retention needs. When your data is no longer required, we will securely delete or anonymize it in accordance with best practices.
Where applicable, your personal data may be stored and processed outside your country of residence, in jurisdictions that may have different data protection laws. In such cases, we take appropriate measures to ensure that your information remains protected in accordance with applicable data protection laws and our internal security policies.
You may request the deletion of your personal data when it is no longer necessary for the purposes for which it was collected, or when you withdraw your consent, subject to any legal or regulatory retention requirements.
While we take every reasonable precaution to protect your personal data, no method of transmission or storage over the internet is completely secure. We cannot guarantee absolute security, and we encourage you to take steps to safeguard your information, such as using strong and unique passwords, enabling two-factor authentication where possible, and ensuring the confidentiality of your account credentials. Additionally, we advise you to remain vigilant against phishing attempts, avoid accessing our Platform from unsecured devices, and regularly update your security settings.

6. SECURITY
We take the security of your personal data seriously and implement industry-standard measures to protect it from unauthorized access, loss, misuse, alteration, or disclosure. Our Data Protection Policy and other security infrastructure are designed to safeguard sensitive personal, ascertaining the integrity and confidentiality of your data.
We enforce strict authentication and access control measures to prevent unauthorized access to user accounts and data. This includes implementing Multi-Factor Authentication (MFA) to add an extra layer of security for user logins; ensuring that only authorized personnel can access specific data through Role-Based Access Control (RBAC); and conducting regular security audits and penetration testing to identify and mitigate possible vulnerabilities. Additionally, we maintain continuous monitoring and anomaly detection to prevent fraud, unauthorized access, and data breaches.
Given the nature of our Services, we employ advanced fraud detection algorithms, activities monitoring systems, and real-time risk assessments to identify suspicious activities and protect against unauthorized activities.
While we implement rigorous security controls, no system is completely immune to risks. In the event of data breach or unauthorized access, we will promptly investigate, contain the issue, and notify affected users in accordance with relevant laws and regulations.
Enviable may integrate with third-party payment platforms, fleet management systems, mapping and geolocation services, and delivery optimization tools to enhance the efficiency, security, and reliability of its logistics operations. While we ensure that these partners adhere to high security and compliance standards, we are not responsible for their independent privacy or security policies. Users are encouraged to review the privacy policies of any third-party platforms they interact with through our Platform.
We shall not be liable for any direct, indirect, incidental, consequential, special, exemplary, or punitive damage arising from or related to your use of our Platform or Services, including but not limited to delivery delays, logistical disruptions, unauthorized access to your account, data breaches, revenue loss, business interruption, or anticipated profits, even where we have been advised of the possibility of such damage.

7. CONSENT
By using the Platform and accessing our Services, you acknowledge and consent to the collection, processing, and use of your personal information and data as outlined in this Privacy Policy. 
You have the right to access, update, or correct your personal information and data. You may also request the deletion of your data, subject to regulatory and legal retention requirements. Additionally, you have the right to restrict or object to the processing of your data under certain circumstances. Please note that withdrawing consent may limit your ability to use certain features of our Services.

8. COOKIES
Cookies are small data files that are placed or stored on your device (computer, mobile phone, or tablet) when you visit our Platform. These cookies allow us to recognize your device, remember your preferences, and store some information about your past interactions.
Our Platform uses cookies and other tracking technologies to enhance functionality, improve security, and personalize user experiences. You can control or manage your cookie preferences through your browser settings, but disabling cookies may affect the performance and functionality of certain features on our Platform.

9. THIRD-PARTY LINKS AND INTEGRATIONS
We may integrate with third-party providers such as payment processors, identity verification platforms, location and mapping technologies, fleet tracking solutions, and logistics aggregators to enhance our Services. These third parties have independent privacy policies, and while we work with trusted partners, we do not control their data protection practices.
When accessing third-party links or services through our Platform, we encourage you to review their respective privacy policies before sharing personal information. we shall not be responsible for any misuse of data by these third-party platforms.

10. CHANGES TO OUR PRIVACY POLICY
We reserve the right to update this Privacy Policy to reflect changes in our security practices, regulatory requirements, or business operations. Any changes will take effect immediately upon posting on our Platform.
Users are encouraged to periodically review this Privacy Policy to stay informed about how we protect their data. Your continued use of our Platform after updates indicates your acceptance of the revised policy.

11. CONTACT DETAILS
If you have questions or comments regarding our Privacy Policy or privacy practices, you can do so by sending an email to (Insert) and your request will be handled immediately.
